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1. INADDITIONTO THEF OLLOWING POLICIES, T HE UNIVERSITY OF LOUISI ANA AT
LAFAYETTE IS REQUIRED BY ACT 7 22 OF THE REGULAR LE GISLATURE OF 2001 TO
ABIDE BY THE POLICIE S AND STANDARDS AS PROMULGATED BY THE OFICE OF
INFORMATION TECHNOLGY. (R.S.39:15.1 ET SEQ . SEE:

2. HTTP://IWWW.STATE.LA. US/OIT/DOCS/STANDARDS_OVERVIEW.PDF

3. MUCH OF THIS DOCUMEN HAS BEEN ADAPTED FROM THE POLICIES OF THE SANS
INSTITUTE 2006.
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Strategic Plan (Revise®-09-2006)

Mission Statement for Information Technology

To provide, support and enhance computing and networking facilities which ser
academic and administrative needs of the Usiter

General Responsibilities of Computing and Networking Service Departments

il

to provide, support and enhance campus computing and networking facil
with emphasis on those which benefit multiple academic disciplines or
administrative subunits;

to establish policies and procedures which promote equitable access to
computing for campus users and appropriate use of campus technology;
to maintain the Information Technology infrastructure continuity plan;

to respond to the needs and priorities ofgtiministrative and support need:
faculty and student body of the University;

to ensure the integrity and secu
to evaluate campus technology requirements and project future needs; a
to advise and/or assist membersha campus community in the use of
whatever technology is appropriate for the accomplishment of their unive
related activities.

Specific Current Responsibilities of Computingand Networking Service Departments

University Computing Support Servie€UCSS)

f

acquire, operate and support the facilities which provide basic online senr
(e-mail, browsing, file transfer, word processing, statistics, and other
applications for general campus use; and program development environt
for some degree pgnams);

acquire, operate and support the campus web server and its emergency
assist with the production of official campus web pages; provide a server
the storage of personal web pages;

acquire, operate and support the campus mail servetsaiKialternate whic
provide direct access for users of Sun workstations, forwarding to alterne
destination systems, and POP mail services for personal computers; pro
webmail server to allow access to campus email from any Internet brows
acquie, operate and support the campus Learning Management Server \
now runs the Moodle LMS software;

acquire, operate and support the campus NetReg and DHCP server whic
authorizes network access and provides IP addresses to authorized mac
acquire,operate and support the campus DNS servers which provide Inte
name to address translation services;
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acquire, operate and support the campus portal hardware and databsass;
allocate computing resources (accounts, disk space, file access) on the
supported systems listed above;

manage security and accountability for the use of the systems listed abo
manage budgets for recurring computing costs (maintenance, leases, lic
and supplies) for the systems above, and project future budgetim¢ieeise
categories;

request capital outlay funding (for new equipment) from the UL Lafayette
administration and/or other sources, such as grants;

document basic system features and train users in the basic operations (
supported systems listed alepv

advise and/or assist @mampus users (departments and/or individuals) witt
computing tasks or problems they have, including (to the extent possible
departmentallyor personallyowned PCs or Macs;

assist the University or its subunits wittgaisition procedures for computin
software and hardware (evaluating products, developing specifications,
negotiating contracts, site planning, obtaining State approvals, etc.), as
appropriate.

Information Networks (IN)

=A =4 =4 =4 -4

management, installation and aapof campus telephone/voice mail systen
management, installation and repair of campus data network;

repair of universityowned PCs;

support the campus modem pool;

manage connectivity between the campus and the Internet (I11) and Inter:
(12);

manage budgets for recurring communications costs (maintenance, leas:
licenses, and supplies) for the systems above, and project future budget
in these categories;

request capital outlay funding (for new equipment) from the UL Lafayette
administraion and/or other sources, such as grants;

interact with contracted and n@ontracted vendors for materials parts and
services required to maintain systems;

work with architects, general contractors and electrical contractors to sug
networking in newbuilding construction;

work with physical plant to support networking in new building constructic
and building renovations and modification;

enhancement of campus network bandwidth and reliability;

oversee communications for the campus Emergency Qpesa&enter;
respond to Dottie (OneCall) requests locating and protecting undergroun
services;

respond to outages in University facilities, minimizing the impact to the
campus;

design, install and manage communications in the growing number of
compresed video and smart classroom sites;

Pageb of 77



=

manage telephone operator services for the campus;

contract with various telephone companies for service;

assist the University or its subunits with acquisition procedures for
communications products (evaluating puwots, developing specifications,
negotiating contracts, site planning, obtaining State approvals, etc.), as
appropriate.

Office of Information Systems (OIS)

il

= =4 =4 =4

manage and enhance software for administrative offices, especially any i
of the administratie database (ISIS);

train users in basic operations of the administrative database;

advise and/or assist administrative offices with computing tasks or proble
related to administrative software;

acquire, operate and support the system which is uggdvame an interface
between the phone system and the IBM mainframe database;

manage security and accountability in the use of administrative data;
provide | D6s and controll ed acce
develop and manage tpertal access to administrative and student data;
produce special reports as required by the university administration or by
State.

Considerations in Continued Planning for Campus Needs

Academic planning

f
f
f

f

f
f

evaluation and support of a campigle course content management syste
evaluate and support access tools to improve student advising;

provide faculty, staff, and students-lime access to all of their information
with appropriate access controls;

continue to provide ADA access and soggor the needs of persons with
disabilities;

provide open access laboratories for students;

develop tools for evaluating the effectiveness of the operation.

Administrative planning

|l

1

provide online processes for financial transactions for purchasimg,
reporting, and other administrative activities.
evaluate campuwide printing and duplicating to determine the appropriat:
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balance between what is convenient and what isefésttive;

evaluate the policies for information retention in the adnratise database
with respect to (1) the funds required for additional disk space; and (2) th
archival needs of the University;

continue longrange planning and evaluation the hardware and software |
of the University;

evaluate replacement equipmémtthe telephony and video needs of the
campus;

develop tools for evaluating tledfectiveness of the operation
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University of Louisiana at Lafayette Ethics Policy

1. Overview
University of Lousiana at Lafayette purpose for this ethics policy is to establish a culture of
openness, trust and integrity in business practices. Effective ethics is a team effort involving
the participation and support of every University of Louisiana at Lafayetogee. All
employees should familiarize themselves with the ethics guidelines that follow this
introduction.

University of Louisiana at Lafayette is committed to protecting employees, partners, vendors
and the company from illegal or damaging actiongbwiduals, either knowingly or
unknowingly. When University of Louisiana at Lafayette addresses issues proactively and
uses correct judgment, it will help set us apart from competitors.

University of Louisiana at Lafayette will not tolerate any wramigd or impropriety at

anytime. University of Louisiana at Lafayette will take the appropriate measures act quickly
in correcting the issue if the ethical code is broken. Any infractions of this code of ethics
will not be tolerated.

2. Purpose

Ourpurpoe f or authoring a publication on ethics
consumer 6s expectation to be treated to fair
guide business behavior to ensure ethical conduct.

3. Scope
This policy applies to employsgcontractors, consultants, temporaries, and other workers at
University of Louisiana at Lafayette, including all personnel affiliated with third parties.

4. Policy
4.1. Executive Commitment to Ethics
4.1.1. The Administration within University of Louisiana at Lafayethust set a prime
example. In any business practice, honesty and integrity must be top priority for
executives.
4.1.2. Executives must have an open door policy and welcome suggestions and concerns
from employees. This will allow employees to feel comfortaideus$sing any
issues and will alert executives to concerns within the work force.
4.1.3. Executives must disclose any conflict of interests regard their position within
University of Louisiana at Lafayette.
4.2. Employee Commitment to Ethics
4.2.1. University of Louisiana atafayette employees will treat everyone fairly, have
mutual respect, promote a team environment and avoid the intent and appearance of
unethical or compromising practices.
4.2.2. Every employee needs to apply effort and intelligence in maintaining ethics value.
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4.2.3. Employees must disclose any conflict of interests regard their position within
University of Louisiana at Lafayette.

4.3.Company Awareness

4.3.1. Promotion of ethical conduct within interpersonal communications of employees
will be rewarded.

4.3.2. University of LouisianatalLafayette will promote a trustworthy and honest
atmosphere to reinforce the vision of ethics within the company.

4.4.Maintaining Ethical Practices

4.4.1. University of Louisiana at Lafayette will reinforce the importance of the integrity
message and the tone wilag at the top. Every employee, manager, director needs
consistently maintain an ethical stance and support ethical behavior.

4.4.2. Employees at University of Louisiana at Lafayette should encourage open
dialogue, get honest feedback and treat everyone faitly honesty and
objectivity.

4.5.Unethical Behavior

4.5.1. University of Louisiana at Lafayette will avoid the intent and appearance of
unethical or compromising practice in relationships, actions and communications.

4.5.2. University of Louisiana at Lafayette will htolerate harassment or
discrimination.

4.5.3. Unauthorized use of company trade secrets & marketing, operational, personnel,
financial, source code, & technical information integral to the success of our
company will not be tolerated.

4.5.4. University of Louisiana atafayette will not permit impropriety at any time and
we will act ethically and responsibly in accordance with laws.

4.5.5. University of Louisiana at Lafayette employees will not use corporate assets or
business relationships for personal use or gain.

5. Enforcement
5.1. Any infractions of this code of ethics will not be tolerated and University of Louisiana at
Lafayette will act quickly in correcting the issue if the ethical code is broken.
5.2. Any employee found to have violated this policy may be subject to discipkicéion,
up to and including termination of employment
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AcceptableUse Policy

1.0 Overview

Information Technology Security's intentions for publishing an Acceptable Use Poliogtdoe

i mpose restrictions that are contrary to Uniyv
of openness, trust and integrity. Information Technology Security is committed to protecting
University of Louisiana at Lafayette's employees, pastaad the company from illegal or

damaging actions by individuals, either knowingly or unknowingly.

Internet/Intranet/Extrangelated systems, including but not limited to computer equipment,
software, operating systems, storage media, network acquontding electronic mail, WWW
browsing, and FTP, are the property of University of Louisiana at Lafayette. These systems are
to be used for business purposes in serving the interests of the university, and of our faculty, staff
and students in the coursEnormal operations.

Effective security is a team effort involving the participation and support of every University of
Louisiana at Lafayette employestudentand affiliate who deals with information and/or
information systems. It is the responsililitf every computer user to know these guidelines, and
to conduct their activities accordingly.

2.0 Purpose

The purpose of this policy is to outline the acceptable use of computer equipment at University
of Louisiana at Lafayette. These rsil@re in place to protect the employegtudentsand

University of Louisiana at Lafayette. Inappropriate use exposes University of Louisiana at
Lafayette to risks including virus attacks, compromise of network systems and services, and
legal issues.

3.0 Scope

This policy applies to employees, contractors, consultants, temporaries, other workers, and
students at University of Louisiana at Lafayette, including all personnel affiliated with third
parties. This policy applies to all equipmdémat is owned or leasext under direct control of the
University of Louisiana at Lafayette.

4.0 Policy
4.1 General Use and Ownership
1. While University of Louisiana at Lafayettdfsformation Technology Divisions desite
provide a reasable level of privacy, users should be aware that the data they create on
the university gstems remains the propertyldhiversity of Louisiana at Lafayette.
Because of the need to protect University of Louisiana at Lafayette's network,
management canngtiarantee the confidentiality of information stored on any device
that is owned or leaset under direct control of theniversity of Louisiana at Lafayette.
2. Employees and students are responsible for exercising good judgment regarding the
reasonablenesd personal use. If there is any uncertainty, employees and students should
consult the Office of Information Systems.
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3. Information Technology Security recommends that any information that users consider
sensitive or vulnerable be encrypted. For guidslioie information classification, see
Information Technology Security's Information Sensitivity Policy. For guidelines on
encrypting email and documents, go to Information Technology Security's Awareness
Initiative.

4. For security and network maintenancegmses, authorized individuals within University
of Louisiana at Lafayette may monitor equipment, systems and network traffic at any
time, per Information Technology Security's Audit Policy.

5. University of Louisiana at Lafayette reserves the right to anedworks and systems on a
periodic basis to ensure compliance with this policy.

4.2 Security and Proprietary Information

1. The user interface for information contained on Internet/Intranet/Exiralaged systems
should be classified gmiblic, ineernal orconfidential as defined guidelines, details of
which can be found ithis series of document&xamples of confidential information
include but are not limited to: student information (grades, transcripts, enrollment,
identification numbers, etcfinancial information, identification information of
employees, and research dat@, Employees should take all necessary steps to prevent
unauthorized access to this information.

2. Keep passwords secure and do not share accounts. Authorized usesparsiloée for
the security of their passwords and accounts. System level passwords should be changed
at least annually and user level passwords should be changed every four months.

3. All PCs, laptops and workstations should be secured with a paspvateded
screensaver with the automatic activation feature 3l minutes or less, or by logging
off (controlalt-delete for Win2K users) when the host will be unattended.

4. Use encryption of information in compliance witte Office ofinformation Technology
Security's Acceptable Encryption Use pol{€) Standared23).

5. Because information contained on portable
devices are especially vulnerable, special care should be exercised. Internal or private
information must be emypted. (IFPolicy-014).

6. Postings by employees from a University of Louisiana at Lafayette email address to
newsgroups should contain a disclaimer stating that the opinions expressed are strictly
their own and not necessarily those of University of Lianig at Lafayette, unless
posting is in the course of business duties.

7. All hosts used by the employee that are connected to the University of Louisiana at
Lafayette Internet/Intranet/Extranet, whether owned by the employee or University of
Louisiana at Léayette, shall be continually executing approved v8c@nning software
with a current virus database.

8. Employees must use extreme caution when openimgikattachments received from
unknown senders, which may contain virusesyal bombs, or Trojan hiee code.

4.3. Unacceptable Use

The following activities are, in general, prohibited. Employees may be exempted from these
restrictions during the course of their legitimate job responsibilities (e.g., systems administration
staff may have a need to dide the network access of a host if that host is disrupting production
services).
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Under no circumstances is an employee of University of Louisiana at Lafayette authorized to
engage in any activity that is illegal under local, state, federal or intanabkawv while utilizing
University of Louisiana at Lafayeti@wvned resources.

The lists below are by no means exhaustive, but attempt to provide a framework for activities
which fall into the category of unacceptable use.

System and Network Activities
The following activities are strictly prohibited, with no exceptions:

1. Violations of the rights of any person or company protected by copyright, trade secret,
patent or other intellectual property, or similar laws or regulations, including, but not
limited to, the installation or distribution of "pirated” or other software products that are
not appropriately licensed for use by University of Louisiana at Lafayette.

2. Unauthorized copying of copyrighted material including, but not limited to, digitization
and distribution of photographs from magazines, books or other copyrighted sources,
copyrighted music, and the installation of any copyrighted software for which University
of Louisiana at Lafayette or the end user does not have an active licenselys strict
prohibited.

3. Exporting software, technical information, encryption software or technology, in
violation of international or regional export control laws, is illegal. The appropriate
management should be consulted prior to export of any material thajusstion.

4. Introduction of malicious programs into the network or server (e.g., viruses, worms,
Trojan horses,-enail bombs, etc.).

5. Revealing your account password to others or allowing use of your account by others.
This includes family and other hal®ld members when work is being done at home.

6. Using a University of Louisiana at Lafayette computing asset to actively engage in
procuring or transmitting material that is in violation of sexual harassment or hostile
workplace laws in the user's locatigdiction.

7. Making fraudulent offers of products, items, or services originating from any University
of Louisiana at Lafayette account.

8. Making statements about warranty, expressly or implied, unless it is a part of normal job
duties.

9. Effecting securitypreaches or disruptions of network communication. Security breaches
include, but are not limited to, accessing data of which the employee is not an intended

recipient or logging into a server or account that the employee is not expressly authorized

to acess, unless these duties are within the scope of regular duties. For purposes of this
section, "disruption™ includes, but is not limited to, network sniffing, pinged floods,
packet spoofing, denialf service, and forged routing.
10. Port scanning or securiscanning is expressly prohibited unless prior notification to
Information Technology Security is made.
11. Executing any form of network monitoring which will intercept data not intended for the
employee's host, unless this activity is a part of the emp®geanal job/duty.
12.Circumventing user authentication or security of any host, network or account.
13.Interfering with or denying service to any user (for example, denial of service attack).
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14.Using any program/script/command, or sending messages of anyvkimdhe intent to

interfere with, or disable, a user's terminal session, via any means, locally or via the
Internet/Intranet/Extranet.

15. Providing information about, or lists of, University of Louisiana at Lafayette employees

to parties outside Universityf Louisiana at Lafayette.

16. Providing data or other information that is not public to any outside entity without

approval is prohibited.

Email and Communications Activities

1.

oo

Sending unsolicited email messages, including the sending of "junk mail“esr oth
advertising material to individuals who did not specifically request such material (emalil
spam).

Any form of harassment via email, telephone or paging, whether through language,
frequency, or size of messages.

Unauthorized use, or forging, of emailadder information.

Solicitation of email for any other email address, other than that of the poster's account,
with the intent to harass or to collect replies.

Creating or forwarding "chain letters", "Ponzi" or other "pyramid” schemes of any type.
Use ofunsolicited email originating from within University of Louisiana at Lafayette's
networks of other Internet/Intranet/Extranet service providers on behalf of, or to
advertise, any service hosted by University of Louisiana at Lafayette or connected via
University of Louisiana at Lafayette's network.

Posting the same or similar nbnsinesgelated messages to large numbers of Usenet
newsgroups (newsgroup spam).

5.0 Enforcement
Any employee found to have violated this polispubject to disciplinary aictn, up to and
including termination of employment.

6.0 Definitions
Term Definition
Spam Unauthorized and/or unsolicited electronic mass mailings.

7.0 Revision History
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AcceptableEncryption Policy

1.0 Purpose

The purpose of this policy is to provide guidance that limits the use of encryption to those
algorithms that have received substantial public review and have been proven to work
effectively. Additionally, this policy provides direction émsure that Federal regulations are
followed, and legal authority is granted for the dissemination and use of encryption technologies
outside of the United States.

2.0 Scope
This policy applies to alUniversity of Louisiana at Lafayetemgdoyees and affiliates.

3.0 Policy(See OIT STD023

Proven, standard algorithms such as DES, Blowfish, RSA, RC5 and IDEA should be used as the
basis for encryption technologies. These algorithms represent the actual cipher used for an

approsed application. For example, Network Associate's Pretty Good Privacy (PGP) uses a
combination of IDEA and RSA or Diffi#lellman, while Secure Socket Layer (SSL) uses RSA
encryption. Symmetric cryptosystem key lengths must be at least 56 bits. Asymmygiioe c

system keys must be of a length that yields equivalent strasigitrersity of Louisiana at

Lafayettd s key |l ength requirements wil/l be revi ewt
allows.

The use of proprietary encryption algorithms is not allofee@ny purpose, unless reviewed by
gualified experts outside of the vendor in question and approveddsgnation Technology
Security Be aware that the export of encryption technologies is restricted by the U.S.
Government. Residents of countries oftirean the United States should make themselves aware
of the encryption technology laws of the country in which they reside.

4.0 Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.

5.0 Definitions

Term Definition

Proprietary Encryption An algorithm that has not been made public and/or has not
withstood public scrutiny. The developer of the algorithm could be
a vendor, an individuagr the government.

Symmetric Cryptosystem A method of encryption in whitthe same key is used for both
encryption and decryption of the data.

Asymmetric Cryptosystem A method of encryption in which two different keys are used: one

for encrypting and one for decrypting the data (e.g., ptaic
encryption).
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6.0 Revision History
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Application Service Providers (ASP) Policy

1.0 Purpose
This document d&eribes Information Security's requirements of Application Service Providers
(ASPs) that engage with University of Louisiana at Lafayette.

2.0 Scope
This policy applies to any use of Application Service Providers by University of Louisiana at
Lafayette, independent of where hosted.

3.0 Policy

3.1 Requirements of Project Sponsorin@ivision

The ASP SponsorinBivision must first establish that its project is an appropriate one for the

ASP model, prior to engaging any additional infrastricesteams within University of Louisiana

at Lafayette or ASPs external to the company. The person/team wanting to use the ASP service
must confirm that the ASP chosen to host the application or project complies with this policy.
The Business Function to betsourced must be evaluated against the following:

1. The requester must go through the ASP engagement process with the ASP Tiger Team to
ensure affected parties are properly engaged.

2. In the event that University of Louisiana at Lafayette data or applsaére to be
manipulated by, or hosted at, an ASP's service, the ASP spondimigign must have
written, explicit permission from the data/application owners. A copy of this permission
must be provided to Information Technology Security.

3. The informaion to be hosted by an ASP must fall under the "Minimal" or "More
Sensitive" categories. Information that falls under the "Most Sensitive" category may not
be outsourced to an ASP. Refer to lhi@rmation Sensitivity Policfor additional
details.

4. If the ASP provides confidential information to University of Louisiana at Lafayette, the
ASP sponsoringlivisionis responsible for ensuring that any obligations of
confidentiality are satisfied. This includes information contained in the ASP's application.
University of Louisiana at Lafayette's legal services department should be contacted for
further guidance if questions about thpdrty data arise. Projects that do not meet these
criteria may not be deployed to an ASP.

3.2 Requirements of the Appliation Service Provider

Information Technology Security has created an associated document, &8 eskcurity
Standardghat sets forth the minimum security requirements for ASPs. The ASP must
demonstrate compliance with these Standards in order tonselered for use.

The ASP engagement process includes an Information Technology Security evaluation of

security requirements. TSP Security Standardsan be provided to ASPs that are either being
considered for use by University of Louisiana at Lattg; or have already been selected for use.
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Information Technology Security may request that additional security measures be implemented
in addition to the measures stated inASP Security Standard®cument, depending on the

nature of the projectnformation Technology Security may change the requirements over time,
and the ASP is expected to comply with these changes.

ASPs that do not meet these requirements may not be used for University of Louisiana at
Lafayette projects.

4.0 Enforcement

Any employee found to have violated this polisgubject to disciplinary action, up to and
including termination of employment. Application Service Providers found to have violated this
policy may be subject to financial penalties, up to and inctutimmination of contract.

5.0 Definitions

Terms Definitions

Application Service Provider (ASPASPs combine hosted software, hardware and networking
technologies to offer a servitesed application, as
opposed to a University of Louisiarat Lafayetteowned
and operatedpplication. Common ASP offerings include
enterprise resource planning (ERP), collaboration and sales
force automation tools, but are not limited to these things.

ASP Sponsorin@ivision The group within University of Laisiana at Lafayette that
wishes to utilize the services of an ASP.

Business Function The business need that a software application satisfies.
managed by an ASP that hosts an application on behalf of
University of Louisiana at Lafayette.

6.0 Revision History
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ASP Security Standards

1.0 Overview

This document defines the minimum security criteria that an Application Service Provider (ASP)
must meet in order to be considered for use by University of Louisidradaiette. As part of

the ASP selection process, the ASP Vendor must demonstrate compliance with the Standards
listed below by responding in writing to EVERY statement and question in the six categories.
Information Technology Security ({$EC) will closly review the vendor responses, and will
suggest remediation measures in any areas that fall short of the minimum security criteria. (IT
SEC) approval of any given ASP resides largely on the vendor's response to this document.

These Standards are subjecadditions and changes without warning bySEC.

2.0 Scope
This document can be provided to ASPs that are either being considered for use by University of
Louisiana at Lafayette, or have already been selected for use.

3.0 Responding to Theset&ndards

IT-SEC is looking for explicitly detailed, technical responses to the following statements and
guestions. ASPs should format their responses directly beneath the Standards (both questions
and requirements) listed below. In addition, please dechny security whitepapers, technical
documents, or policies that you may have.

Answers to each Guideline should be specific and avoid generalities, e.g.:
Examples:

Bad: "We have hardened our hosts against attack.”

Good: "We have applied all secyrpatches for Windows 2000 as of 8/31/2000 to our
servers. Our Administrator is tasked with keepingasgdate on current vulnerabilities that
may affect our environment, and our policy is to apply new patches during our maintenance
period (2300hrs, Satday) every week. Critical updates are implemented within 24 hours.

A complete list of applied patches is available to University of Louisiana at Lafayette."

Bad: "We use encryption."

Good: "All communications between our site and University afisiana at Lafayette will
be protected by IPSec ESP Tunnel mode usingbliGBripleDES encryption, SHA
authentication. We exchange authentication material via eithef-taind shared secret, or
PKI certificates."

4.0 Standards
4.1 General Securiy
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1.

3.

University of Louisiana at Lafayette reserves the right to periodically audit the University
of Louisiana at Lafayette application infrastructure to ensure compliance with the ASP
Policy and these Standards. Natrusive network audits (basic portssaptc.) may be

done randomly, without prior notice. More intrusive network and physical audits may be
conducted on site with 24 hours notice.

The ASP must provide a proposed architecture document that includes a full network
diagram of the Universitgf Louisiana at Lafayette Application Environment, illustrating
the relationship between the Environment and any other relevant networks, with a full
data flowchart that details where University of Louisiana at Lafayette data resides, the
applications thamanipulate it, and the security thereof.

The ASP must be able to immediately disable all or part of the functionality of the
application should a security issue be identified.

4.2 Physical Security

1.

The equipment hosting the application for Univtgref Louisiana at Lafayette must be
located in a physically secure facility, which requires badge access at a minimum.

The infrastructure (hosts, network equipment, etc.) hosting the University of Louisiana at
Lafayette application must be locatedaifocked cagéype environment.

University of Louisiana at Lafayette shall have final say on who is authorized to enter
any locked physical environment, as well as access the University of Louisiana at
Lafayette Application Infrastructure.

The ASPmust disclose who amongst their personnel will have access to the environment
hosting the application for University of Louisiana at Lafayette.

University of Louisiana at Lafayette's Corporate Asset Protection team requires that the
ASP disclose theiASP background check procedures and results prior-88C
granting approval for use of an ASP.

4.3 Network Security

1.

The network hosting the application must begaipped from any other network or
customer that the ASP may have. This means theelhiiy of Louisiana at Lafayette
application environment must use separate hosts, and separate infrastructure.

How will data go between University of Louisiana at Lafayette and the ASP? Keep in
mind the following two things:

a. If University of Louisianaat Lafayette will be connecting to the ASP via a private
circuit (such as frame relay, etc.), then that circuit must terminate on the University of
Louisiana at Lafayette extranet, and the operation of that circuit will come under the
procedures and pole&s that govern the University of Louisiana at Lafayette Partner
Network Management Group.
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b. If, on the other hand, the data between University of Louisiana at Lafayette and the
ASP will go over a public network such as the Internet, appropriate firewalling
technology must be deployed by the ASP, and the traffic between University of
Louisiana at Lafayette and the ASP must be protected and authenticated by
cryptographic technology (See Cryptography below).
4.4 Host Security

1. The ASP must disclose how atmwhat extent the hosts (Unix, NT, etc.) comprising the
University of Louisiana at Lafayette application infrastructure have been hardened
against attack. If the ASP has hardening documentation for the CAl, provide that as well.

2. The ASP must provida listing of current patches on hosts, including host OS patches,
web servers, databases, and any other material application.

3. Information on how and when security patches will be applied must be provided. How
does the ASP keep up on security vulbéitges, and what is the policy for applying
security patches?

4. The ASP must disclose their processes for monitoring the integrity and availability of
those hosts.

5. The ASP must provide information on their password policy for the University of
Louisiana at Lafayette application infrastructure, including minimum password length,
password generation guidelines, and how often passwords are changed.

6. University of Louisiana at Lafayette cannot provide internal usernames/passwords for
account generatigms the company is not comfortable with internal passwords being in
the hands of third parties. With that restriction, how will the ASP authenticate users?
(e.g., LDAP, Netegrity, Client certificates.)

7. The ASP must provide information on the accoumegation, maintenance and
termination process, for both maintenance as well as user accounts. Include information
as to how an account is created, how account information is transmitted back to the user,
and how accounts are terminated when no longereckeed
4.5 Web Security

1. At University of Louisiana at Lafayette's discretion, the ASP may be required to disclose
the specific configuration files for any web servers and associated support functions (such
as search engines or databases).

2. Please didose whether, and where, the application uses Java, Javascript, ActiveX, PHP
or ASP (active server page) technology.

3. What language is the application baakd written in? (C, Perl, Python, VBScript, etc.)
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4. Please describe the ASP process for doingrggcuality Assurance testing for the
application. For example, testing of authentication, authorization, and accounting
functions, as well as any other activity designed to validate the security architecture.

5. Has the ASP done web code review, idahg CGI, Java, etc, for the explicit purposes of
finding and remediating security vulnerabilities? If so, who did the review, what were
the results, and what remediation activity has taken place? If not, when is such an
activity planned?

4.6 Cryptography

1. The University of Louisiana at Lafayette application infrastructure cannot utilize any
"homegrown" cryptographly any symmetric, asymmetric or hashing algorithm utilized
by the University of Louisiana at Lafayette application infrastructure musteutili
algorithms that have been published and evaluated by the general cryptographic
community.

2. Encryption algorithms must be of sufficient strength to equate tébit@8ipleDES.
3. Preferred hashing functions are SHAand MD5.

4. Connections to thASP utilizing the Internet must be protected using any of the
following cryptographic technologies: IPSec, SSL, SSH/SCP, PGP.

5. If the University of Louisiana at Lafayette application infrastructure requires PKI, please

contact University of Louisiana &afayette Information Security Group for additional
guidance.
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DB PasswordPolicy

1.0 Purpose

This policy states the requirements for securely storing and retrieving database usernames and
passwords (i.e., database @stilals) for use by a program that will access a database running on
one of University of Louisiana at Lafayette's networks.

Computer programs running on University of Louisiana at Lafayette's networks often require the
use of one of the many internaltabase servers. In order to access one of these databases, a
program must authenticate to the database by presenting acceptable credentials. The database
privileges that the credentials are meant to restrict can be compromised when the credentials are
improperly stored.

2.0 Scope
This policy applies to all software that will access a University of Louisiana at Lafayette, multi
user production database.

3.0 Policy

3.1 General

In order to maintain the security of University of Louisiana at Lafayettesnal databases,
access by software programs must be granted only after authentication with credentials. The
credentials used for this authentication must not reside in the main, executing body of the
program's source code in clear text. Database diatferust not be stored in a location that can
be accessed through a web server.

3.2 Specific Requirements

3.2.1. Storage of Data Base User Names and Passwords

91 Database user names and passwords may be stored in a file separate from the executing

bodyof the program's code. This file must not be world readable.

1 Database credentials may reside on the database server. In this case, a hash number

identifying the credentials may be stored in the executing body of the program's code.

91 Database credentiaisay be stored as part of an authentication server (i.e., an entitlement
directory), such as an LDAP server used for user authentication. Database authentication
may occur on behalf of a program as part of the user authentication process at the
authenticatn server. In this case, there is no need for programmatic use of database
credentials.

Database credentials may not reside in the documents tree of a web server.

Pass through authentication (i.e., Oracle OPS$ authentication) must not allow access to
thedatabase based solely upon a remote user's authentication on the remote host.

1 Passwords or pass phrases used to access a database must adheassavtrd Policy

= =4
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3.2.2. Retrieval of Database User Names and Passwords
1 |If stored in a fie that is not source code, then database user names and passwords must be
read from the file immediately prior to use. Immediately following database
authentication, the memory containing the user name and password must be released or
cleared.

1 The scopénto which you may store database credentials must be physically separated
from the other areas of your code, e.g., the credentials must be in a separate source file.
The file that contains the credentials must contain no other code but the credeatjals (i
the user name and password) and any functions, routines, or methods that will be used to
access the credentials.

91 For languages that execute from source code, the credentials’ source file must not reside
in the same browseable or executable fileatowy tree in which the executing body of
code resides.

3. Access to Database User Names and Passwords

1 Every program or every collection of programs implementing a single business function
must have unique database credentials. Sharing of credentiséehgrograms is not
allowed.

1 Database passwords used by programs are systetpasswords as defined by the
Password Policy

1 Developer groups must have a process in place to ensure that database passwords are
controlled and changed in accordance whihPassword PolicyThis process must
include a method for restricting knowledge of database passwords to-to+iewdv
basis.

4. Coding Techniques for implementing this policy
[Add references to your sispecific guidelines for the different coditapguages such as Perl,
JAVA, C and/or Qpro.]

4.0 Enforcement
Any employee found to have violated this polispubject to disciplinary action, up to and
including termination of employment.

5.0 Definitions
Term Definition
Computer language A language used to generate programs.

Credentials Something you know (e.g., a password or pass phrase), and/or something
that identifies you (e.g., a user name, a fingerprint, voiceprint, retina
print). Something you know and sorhielg that identifies yoare
presented foauthentication.

Entitlement The level of privilege that has been authenticaied authorized. The
privilegeslevel at which to access resources.
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Executing body

Hash

LDAP

Module

Name space

Production

6.0 Revision History

The series focomputer instructions that the computer executes to run a
program.

An algorithmically generated number that identifies a datum or its
location.

Lightweight Directory Access Protocol, a set of protocotsafizessing
information directories.

A collection of computer language instructions grouped together either
logically or physically. A module may also be called a package or a class,
depending upon which computer language is used.

A logical area of code in which the deckdusymbolic names are known
andoutside of which these names are not visible.

Software that is being used for a purpose other than when software is
being implemented or tested.
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Computing Facility Security Policy

1.0 Purpose

This policy establishes information security requirements for all networks and equipment
deployed in Unrersity of Louisiana at Lafayett@éomputing Facilities (here after known as

Facility or Facilities)ocated on thePUBLIC SERVICE VLAN or INTERNAL UNSECURE

VLAN or De-Militarized Zone" (DMZ). Adherence to these requirements will minimize the
potential ri& to University of Louisiana at Lafayette from the damage to public image caused by
unauthorized use of University of Louisiana at Lafayette resources, and the loss of
sensitive/company confidential data and intellectual property.

2.0 Scope

University of Louisiana at Lafayettcility networks and devices (including but not limited to
routers, switches, hosts, etc.) that are Internet facing and larated PUBLIC SERVICE
VLAN or INTERNAL UNSECURE VLAN and are subject to this policy. All exisgj and future
equipment, which falls under the scope of this policy, must be configured according to the
referenced documents.

3.0 Policy

3.1. Ownership and Responsibilities

1. All facilities covered by this policypnust present Blniversity missiorjustification with
signoff at the Vice President level. Information Technology Security must keep the
business justifications on file.

2. Facility owning organizations are responsible for assigfaedity managers, point of
contact (POC), and back up POC, foctefacility. Thefacilitiy owners must maintain up
to date POC information with Information Technology SecuFgcility managers or
their backup must be available arotthd-clock for emergenciesy an immediate
electronic contact method

3. Changes to theonnectivity and/or purpose of existifagilities and establishment of new
DMZ Labs must be requested through and approved by Information Technology
Security.

4. All networkconnections must be maintained biweormation Networks.

5. Information Networksnugd maintain a firewall device between tfagility, the remainder
of the norpublic campus networénd the Internet.

6. Information Networksnd Information Technology Securityayinterrupt lab
connections if a security concern exists.

7. Thefacility will provide and maintain network devices deployed up tdrif@mation
N e t w oppoirk sf demarcation.

8. ThelnformationNetworksmustmanage and maintain all IP address space.
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9. Thefacility managers are ultimately responsible for tii@ailities complying with his
policy.

10.Immediate access to equipment and system logs must be granted to members of
Information Technology Security and thidormation Networksipon request, in
accordance with thaudit Policy

11.Individual lab account&/hich provide access to faciBs must be deleted within three (3)
days when access is no longer authoriz8tbup accounts are not permitted.

12.Information Technology Security will address rommpliance waiver requests on a case
by-case basis.

3.2. General Configuration Requirements

1. University missiorcritical resources must not depend upon resouroesanaged by the
Information Technology Division

2. Facilitiesnot managed by the Information Technology Divisioast not be connected to
University of Louisiana at Lafayette's intelma confidentialnetworks, either directly or
via a wireless connection.

3. Facilitiesnot managed by the Information Technology Divisstvould be in a physically
separate room from any interralinternal secure network port&/hen thisis not
possible access to the facility hardwanell be limited as directed by Information
Technology Security.

4. Lab Managers are responsible for complying with the following related policies:

a. Password Policy
b. Wireless Communications Policy
c. Lab AntiVirus Policy

5. Thelnformation Networksnaintained firewall devices must be configured in accordance
with leastaccess principles and thimiversity missiomeeds. All firewall filters will be
approveddy Information Technology Securignd implemented by Information
Networks

6. The firewall device must be the only access point betweeRuhkc Access Facilities
and the rest of University of Louisiana at Lafayette's network®trat external
networks Any form of crossconnection which bypasses the firewall device is strictly
prohibited.

7. Original firewall configurations and any changes must be reviewed and approved by
Information Technology Security (including both general configurations and rule sets).
Information Technology Security may require additional security meassiresecaed.

8. Traffic from facilitiesto the University of Louisiana at Lafayette internal network,
including VPN access, falls under tRemote Access Policy

9. All routers and switches not used for testing and/or training must conformfaxcifitéees
standrdization documents.

10. Operating systems of all hosts internal tofdm@lities running Internet Services must be
configured to the secure host installation and configuration standards.

11.Current applicable security patchesHiges for any applications #t are Internet
services must be applied. Administrative owner groups must have processes in place too
stay current on appropriate patches/hotfixes.
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12. All applicable security patches/hbkxes recommended by the vendor must be installed.
Administrative ownegroups must have processes in place to stay current on appropriate

patches/hotfixes.
13. Services and applications not servingssion of the Universitynust be disabled.
14.University of Louisiana at Lafayettes i n t eanfidential irdonnehtion is prabited

on equipment ifiacilities not managed by the Information Technology Divisidrere
nontUniversity of Louisiana at Lafayette personnel have physical access (e.g., training
labs), in accordance with theformation Sensitivity Classification Policy

15.Remote administration must performed over secure chann@sy., encrypted network
connections using SSH or IPSEC) or console access independent froonrta facility
networks.

4.0 Enforcement
Any employee found to have violated this policy maybbject to disciplinary action up to and
including termination of employment.

5.0 Definitions

Terms Definitions

Access Control List (ACL) Lists kept by routers to control access to or from the router
for a number of services (for example ptevent packets
with a certain IP address from leaving a particular interface
on the router).

DMZ (de-militarized zone) Networking that exists outside of University of Louisiana at
Lafayette primary corporate firewalls, but is still under
University of Louisiana at Lafayette administrative control.

Network Support Organization  Any Information Technology Securigpproved support
organization that manages the networking of-fam
networks.

Least Access Principle Access to servieg hosts, and networks is restricted unless
otherwise permitted.

Internet Services Services running on devices that are reachable from other
devices across a network. Major Internet services include
DNS, FTP, HTTP, etc.

Network Syport Organization Point of Demarcation  The point at which the networking
responsibility transfers from a
Network Support Organization to the
DMZ Lab. Usually a router or
firewall.
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Lab Manager

Lab

Firewall

Internally Connected Lab

6.0 Revision History

The individual responsible for all lab activitiaad
personnel.

A Lab is any norproduction environment, intended
specifically for developing, demonstrating, training and/or
testing of a product.

A device that controls access between networks., such as a
P1X, a rouer with access control lists, or a siatisecurity
device approved binformation Technology Security.

A lab within University of Louisiana at Lafayette's

corporate firewall and connected to the corporate
production metwork.
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University of Louisiana at Lafayette Email Use Policy

1.0 Purpose

To prevent tarnishing the public image of University of Louisiana at Lafayette When email goes
out from Univesity of Louisiana at Lafayette the general public will tend to view that message
as an official policy statement from the University of Louisiana at Lafayette.

2.0 Scope

This policy covers appropriate use of any email sent from a Univelfdityuisiana at Lafayette
email address and applies to all employees, vendors, and agents operating on behalf of
University of Louisiana at Lafayette.

3.0 Policy

3.1 Prohibited Use The University of Louisiana at Lafayette email system siatlto be used

for the creation or distribution of any disruptive or offensive messages, including offensive
comments about race, gender, hair color, disabilities, age, sexual orientation, pornography,
religious beliefs and practice, political beliefs national origin. Employees who receive any
emails with this content from any University of Louisiana at Lafayette employee should report
the matter to their supervisor immediately.

3.2 Personal Use.

Using a reasonable amount of University of Louisiarizaédyette resources for personal emails

is acceptable, but nemork related email shall be saved in a separate folder from work related
email. Sending chain letters or joke emails from a University of Louisiana at Lafayette emalil
account is prohibitedVirus or other malware warnings and mass mailings from University of
Louisiana at Lafayette shall be approved by University of Louisiana at Lafayette VP Information
Technology before sending. These restrictions also apply to the forwarding of mail réxeaved
University of Louisiana at Lafayette employee.

3.3 Monitoring

University of Louisiana at Lafayette employees shall have no expectation of privacy in anything
they store, send or receive on the coetpanyds
may monitor messages without prior notice. University of Louisiana at Lafayette is not obliged

to monitor email messages.

4.0 Enforcement
Any employee found to have violated this polispubject to disciplinary action, up to and
including terminaibn of employment.

5.0 Definitions

Term Definition

Email The electronic transmission of information through a mail protocol such as
SMTP or IMAP. Typical email clients include Eudora and Microsoft
Outlook.

Forwarded email  Email resent frm an internal network to an outside point.
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Chain email or letterEmail sent to successive people. Typically the body of the note has
direction to send out multiple copies of the note and promises good luck or
money if the direction is followed.

Sensitive informationinformation is considered sensitive if it can be damaging to University of
Louisiana at Lafayette or its customers' reputation or market standing.

Virus warning. Email containing warnings about virus or malware. The overwhelming
majority ofthese emails turn out to be a hoax and contain bogus
information usually intent only on frightening or misleading users.

Unauthorized Disclosure The intentional or unintentional revealing of restricted information

to people, both inside and outside Umsity of Louisiana at
Lafayette, who do not have a need to know that information.

6.0 Revision History
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Extranet Policy

1.0 Purpose

This document describes the policy under which third party organizations connect to tjniversi
of Louisiana at Lafayette networks for the purpose of transacting business related to University
of Louisiana at Lafayette.

2.0 Scope

Connections between third parties that require access tpuimic University of Louisiana at
Lafayette resouces fall under this policy, regardless of whether a telco circuit (such as frame
relay or ISDN) or VPN technology is used for the connection. Connectivity to third parties such
as the Internet Service Providers (ISPs) that provide Internet access ferditpigf Louisiana

at Lafayette or to the Public Switched Telephone Network does NOT fall under this policy.

3.0 Policy
3.1 PreRequisites

3.1.1 Security Review

All new extranet connectivity will go through a security review with the InfoionaSecurity
department (Information Technology Security). The reviews are to ensure that all access matches
the business requirements in a best possible way, and that the principle of least access is
followed.

3.1.2 Third Party Connection Agreement

All new connection requests between third parties and University of Louisiana at Lafayette
require that the third party and University of Louisiana at Lafayette representatives agree to and
sign theThird Party AgreemeniThis agreement must be signgy the Vice President of the
Sponsoring Organization as well as a representative from the third party who is legally
empowered to sign on behalf of the third party. The signed document is to be kept on file with
the relevant extranet group. Documentggemg to connections into University of Louisiana at
Lafayette labs are to be kept on file with the [name of team responsible for security of labs].

3.1.3 Business Case

All production extranet connections must be accompanied by a valid ugis@Bcation, in

writing, that is approved by a project manager in the extranet group. Lab connections must be
approved by the [name of team responsible for security of labs]. Typically this function is
handled as part of thEhird Party Agreement

3.1.4 Point Of Contact

The Sponsoring Organization must designate a person to be the Point of Contact (POC) for the
Extranet connection. The POC acts on behalf of the Sponsoring Organization, and is responsible
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for those portions of this policy aride Third Party Agreemerthat pertain to it. In the event that
the POC changes, the relevant extranet Organization must be informed promptly.

3.2 Establishing Connectivity

Sponsoring Organizations within University of Louisiana at Lafayetteaisdit to establish
connectivity to a third party are to file a new site request with the proper extranet group. The
extranet group will engage Information Technology Security to address security issues inherent
in the project. If the proposed connectiomoigerminate within a lab at University of Louisiana

at Lafayette, the Sponsoring Organization must engage the [name of team responsible for
security of labs]. The Sponsoring Organization must provide full and complete information as to
the nature of thproposed access to the extranet group and Information Technology Security, as
requested.

All connectivity established must be based on thedaestss principle, in accordance with the
approved business requirements and the security review. In noidddeiversity of Louisiana

at Lafayette rely upon the third party to protect University of Louisiana at Lafayette's network or
resources.

3.3 Modifying or Changing Connectivity and Access

All changes in access must be accompanied by a validdsssjustification, and are subject to
security review. Changes are to be implemented via corporate change management process. The
Sponsoring Organization is responsible for notifying the extranet management group and/or
Information Technology Security whehere is a material change in their originally provided
information so that security and connectivity evolve accordingly.

3.4 Terminating Access

When access is no longer required, the Sponsoring Organization within University of Louisiana

at Lafayette must notify the extranet team responsible for that connectivity, which will then
terminate the access. This may mean a modification of existing permissions up to terminating the
circuit, as appropriate. The extranet and lab security teams mustct@mdaudit of their

respective connections on an annual basis to ensure that all existing connections are still needed,
and that the access provided meets the needs of the connection. Connections that are found to be
depreciated, and/or are no longemigeused to conduct University of Louisiana at Lafayette
business, will be terminated immediately. Should a security incident or a finding that a circuit

has been deprecated and is no longer being used to conduct University of Louisiana at Lafayette
busines necessitate a modification of existing permissions, or termination of connectivity,
Information Technology Security and/or the extranet team will notify the POC or the Sponsoring
Organization of the change prior to taking any action.

4.0 Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.

5.0 Definitions
Terms Definitions
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Circuit For the purposes of this policy, circuit refers to the metifod
network access, whether it's through traditional ISDN, Frame
Relay etc., or via VPN/Encryption technologies.

Sponsoring Organization The University of Louisiana at Lafayette organization who
requested that the third party have accessUmigersity of
Louisiana at Lafayette.

Third Party A business that is not a formal or subsidiary part of University of
Louisiana at Lafayette.

6.0 Revision History
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Information Sensitivity Policy

1.0Purpose

The Information Sensitivity Policy is intended to help employees determine what information
can be disclosed to na@mployees, as well as the relative sensitivity of information that should
not be disclosed outside of University of Louisiana at Lafayette wiiraper authorization.

The information covered in these guidelines includes, but is not limited to, information that is
either stored or shared via any means. This includes: electronic information, information on
paper, and information shared orallyvsually (such as telephone and video conferencing).

All employees should familiarize themselves with the information labeling and handling
guidelines that follow this introduction. It should be noted that the sensitivity level definitions
were ¢eated as guidelines and to emphasize common sense steps that you can take to protect
University of Louisiana at Lafayette Confidential information (e.g., University of Louisiana at
Lafayette Confidential information should not be left unattended in camferrooms).

Please Note: The impact of these guidelines on daily activity should be minimal.

Questions about the proper classification of a specific piece of information should be addressed
to your manager. Questions about these guidelines shoutttlesaed to VP Information
Technology.

2.0Scope
All University of Louisiana at Lafayette iafmation is categorized into threein
classifications:

1 University of Louisiana at Lafayette Public

1 University of Louisiana at Lafayette Internal (a.k.aivérsity)

1 University of Louisiana at Lafayette Confidential

University of Louisiana at Lafayette Public information is information that has been declared
public knowledge by someone with the authority to do so, and can freely be given to anyone
without any possible damage to University of Louisiana at Lafayette.

University of Louisiana at Lafayette Internal Information is data that has not been declared
public, is not structured or formatted for the public, and should not be released to the public.
However, release of these data would not cause damage to the University.

University of Louisiana at Lafayette Confidential contains all other information. It is a
continuum, in that it is understood that some information is more sensitive than other
information, and should be protected in a more secure manner. Included is information that
should be protected very closely, individual student information, individual personnel
information, medical information, social security identification, etc.. Also includ&Jniversity
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of Louisiana at Lafayette Confidential is information that is less critical, such as telephone
directories, and email lists.

A subset of University of Louisiana at Lafayette Confidential information is "University of
Louisiana at Lafayett&€hird Party Confidential" information. This is confidential information
belonging or pertaining to another corporation which has been entrusted to University of
Louisiana at Lafayette by that company under-dsclosure agreements and other contracts.
Examples of this type of information include research findings, proprietary software, etc.

University of Louisiana at Lafayette personissdéncouraged to use common sense judgment in
securing University of Louisiana at Lafayette Confidential informatichéqoroper extent. If an
employee is uncertain of the sensitivity of a particular piece of information, he/she should
contact their manager

3.0Policy

The Sensitivity Guidelines below provides details on how to protect information at varying
sensitivty levels. Use these guidelines as a reference only, as University of Louisiana at
Lafayette Confidential information in each column may necessitate more or less stringent
measures of protection depending upon the circumstances and the nature of tretyJoive
Louisiana at Lafayette Confidential information in question.

3.1Minimal Sensitivity: GeneralUniversityinformation; some personnel and technical
information

Requests for ajpublic or internainformation must be directed to the Instituial

Research Offic¢lRES)for compilation and distribution. IRES is responsible for the
coordination and completion of all external surveys, questionnaires and mandated
governmental reporting about UL Lafayette. IRES also provides semester and

longitud nal reports to members of the wuniversi
responsible for providing official transcripts. Ne@ervices is responsible for providing
information regarding activities on campus and coordinating information to newa.medi

Access: University of Louisiana at Lafayette employees, contractors, people with a
business need to know.

Distribution within University of Louisiana at Lafayette: Standard interoffice mail,
approved electronic mail and electronic file transmissiethods.

Distribution outside of University of Louisiana at Lafayette internal mail: U.S. mail
and other public or private carriers, approved electronic mail and electronic file
transmission methods.

Electronic distribution: No restrictions except thatbe sent to only approved
recipients.

Storage: Keep from view of unauthorized people; erase whiteboards, do not leave in
view on tabletop. Machines should be administered with security in mind. Protect from
loss; electronic information should have indivadl access controls where possible and
appropriate.
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Disposal/Destruction: Deposit outdated paper information in specially marked disposal
bins on University of Louisiana at Lafayette premises; electronic data should be
expunged/cleared. Reliably erasepbysically destroy media.

Penalty for deliberate or inadvertent disclosure: Up to and including termination,
possible civil and/or criminal prosecution to the full extent of the law.

3.2Most Sensitive:Examples include: Educational recordstifdents covered by the
Family Educational Rights and Privacy Act of 19i&dical information covered by
HIPII, personal information covered by the Act No. 499 (Louisiana Senate Bill 205

enrolled in the 2005 Regul arheSassosiatedn) pr o
with any of the foll owing: social securi
number when associated with credit or debit card number that would permit access to

an individual ds financi al account, and me

Access: Only those individuals (University of Louisiana at Lafayette employees and
non-employees) designated with approved access and signetisobwsure agreements.
Distribution within University of Louisiana at Lafayette: Delivered direct signature
required,envelopes stamped confidential, or approved electronic file transmission

methods.

Distribution outside of University of Louisiana at Lafayette internal mail: Delivered

direct; signature required; approved private carriers.

Data stored onPDhAGs bmomro ko rPtCals|Ad sessitiver age De
data that iIis stored on University approved
thumb drives, USB hard drives, CDO6s, DVDOs
from the premises must be encrypsnd consistent with OIT STD 023 (Encryption

Standard.)

Electronic distribution: There are no restrictions to approved recipients within
University of Louisiana at Lafayette, but it is highly recommended that all information be
strongly encrypted.

Storage: Individual access controls are very highly recommended for electronic
information. Physical security is generally used, and information should be stored in a
physically secured computer.

Disposal/Destruction: Strongly Encouraged: In specially markdidposal bins on
University of Louisiana at Lafayette premises; electronic data should be
expunged/cleared. Reliably erase or physically destroy media.

Penalty for deliberate or inadvertent disclosure: Up to and including termination,
possible civil and/ocriminal prosecution to the full extent of the law.

4.0Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.

5.0Definitions
Terms and Definitions
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Configuration of University of Louisiana at Lafayette-to-other business connections
Connections shall be set up to allow other businesses to see only what they need to see. This
involves setting up both applications and network configurations to allow access to oniy what
necessary.

Delivered Direct; Signature Required
Do not leave in interoffice mail slot.

Approved Electronic File Transmission Methods
Includes supported FTP clients and Web browsers.

Envelopes Stamped Confidential
You are not required to use a special envelope. Put your document(s) into an interoffice
envelope, seal it, address it, and stamp it confidential.

Approved Electronic Mall

Includes all mail systems supported by the University Computing Supporices. These
include, but are not necessarily limited to, Outld@ken WebmajlMicrosoft Outlook Express
Mac OS X Mail UCSTelnetSession (access to email via EIm).

Approved Encrypted email and files
Techniques include the use of DES and PGP. DES encryption is available via many different
public domain packages on all platforms.

Company Information System Resources

Company Information System Resources include, but are not limited to, all comfhe&rdata

and programs, as well as all paper information and any information at the Internal Use Only level
and above.

Expunge

To reliably erase or expunge data on a PC or Mac you must use a separate program to overwrite
data. Otherwise, theC or Mac's normal erasure routine keeps the data intact until overwritten.
The same thing happens on UNIX machines, but data is much more difficult to retrieve on UNIX
systems.

Individual Access Controls

Individual Access Controls are metteoof electronically protecting files from being accessed by
people other than those specifically designated by the owner. On UNIX machines, this is
accomplished by careful use of the chmod commandnasechmodo find out more about it).
On Ma c 0 S, thasindludés @sing passwords on screensavers, such as Disklock.

Insecure Internet Links

Insecure Internet Links are all network links that originate from a locale or travel over lines that
are not totally under the control of UniversitiyLouisiana at Lafayette.
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Encryption

Secure University of Louisiana at Lafayette sensitive information in accordance with the
Acceptable Encryption PolidOIT STD 023) International issues regarding encryption are
complex. Follow corporatguidelines on export controls on cryptography, and consult your
manager and/or corporate legal services for further guidance.

One Time Password Authentication

One Time Password Authentication on Internet connections is accomplished b ns@gme
password token to connect to University of Louisiana at Lafayette's internal network over the
Internet. Contact your support organization for more information on how to set this up

Physical Security

Physical security means eitht®aving actual possession of a computer at all times, or locking the
computer in an unusable state to an object that is immovable. Methods of accomplishing this
include having a special key to unlock the computer so it can be used, thereby ensuring that the
computer cannot be simply rebooted to get around the protection. If it is a laptop or other
portable computer, never leave it alone in a conference room, hotel room or on an airplane seat,
etc. Make arrangements to lock the device in a hotel safe, ai taite you. When leaving the

office for the day, secure the laptop and any other sensitive material in a locked drawer or
cabinet.

6.0 Revision History
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Internal Lab Security Policy

1.0 Purpose

This policy establishes information security requirements for University of Louisiana at
Lafayette labs to ensure that University of Louisiana at Lafayette confidential information and
technologies are not compraged, and that production services and other University of
Louisiana at Lafayette interests are protected from lab activities.

2.0 Scope

This policy applies to all internally connected labs, University of Louisiana at Lafayette
employees and third partiado access University of Louisiana at Lafayette's labs. All existing
and future equipment, which fall under the scope of this policy, must be configured according to
the referenced documents. DMZ Labs and stode, airgapped labs are exempt from this

policy. DMZ labs must comply with thBMZ Lab Security Policy

3.0 Policy

3.1 Ownership Responsibilities

1. Lab owning organizations are responsible for assigning lab managers, a point of contact
(POC), and a baelp POC for each lab. Lab owners mongtintain upto-date POC information
with Information Technology Security and the Corporate Enterprise Management Team. Lab
managers or their backup must be available arthi@dlock for emergencies, otherwise actions
will be taken without their involveent.

2. Lab managers are responsible for the security of their labs and the lab's impact on the
corporate production network and any other networks. Lab managers are responsible for
adherence to this policy and associated processes. Where policies@tlips are undefined

lab managers must do their best to safeguard University of Louisiana at Lafayette from security
vulnerabilities.

3. Lab managers are responsible for the lab's compliance with all University of Louisiana at
Lafayette security policied he following are particularly importarassword Policy for
networking devices and hosts, Wireless Security Policy;\Ants Policy, and physical security

4. The Lab Manager is responsible for controlling lab access. Access to any given lalywill on

be granted by the lab manager or designee, to those individuals with an immediate business need
within the lab, either shoterm or as defined by their ongoing job function. This includes

continually monitoring the access list to ensure that thosenwhonger require access to the lab

have their access terminated.

5. The Network Support Organization must maintain a firewall device between the corporate
production network and all lab equipment.
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6. The Network Support Organization and/or Informatieshinology Security reserve the right
to interrupt lab connections that impact the corporate production network negatively or pose a
security risk.

7. The Network Support Organization must record all lab IP addresses, which are routed within
University ofLouisiana at Lafayette networks, in Enterprise Address Management database
along with current contact information for that lab.

8. Any lab that wants to add an external connection must provide a diagram and documentation
to Information Technology Securityith business justification, the equipment, and the IP

address space information. Information Technology Security will review for security concerns
and must approve before such connections are implemented.

9. All user passwords must comply with Universf Louisiana at LafayetteRassword Policy

In addition, individual user accounts on any lab device must be deleted when no longer
authorized within three (3) days. Group account passwords on lab computers (Unix, windows,
etc) must be changed quarteftynce every 3 months). For any lab device that contains
University of Louisiana at Lafayette proprietary information, group account passwords must be
changed within three (3) days following a change in group membership.

10. No lab shall provide producti@ervices. Production services are defined as ongoing and
shared business critical services that generate revenue streams or provide customer capabilities.
These should be managed by a <proper support> organization.

11. Information Technology Security Wdddress noitompliance waiver requests on a chyge
case basis and approve waivers if justified.

3.2 General Configuration Requirements

1. All traffic between the corporate production and the lab network must go through a Network
Support Organization nratained firewall. Lab network devices (including wireless) must not
crossconnect the lab and production networks.

2. Original firewall configurations and any changes thereto must be reviewed and approved by
Information Technology Security. Informatiodhnology Security may require security
improvements as needed.

3. Labs are prohibited from engaging in port scanning, networkdsitovery, traffic
spamming/flooding, and other similar activities that negatively impact the corporate network
and/or norUniversity of Louisiana at Lafayette networks. These activities must be restricted
within the lab.

4. Traffic between production networks and lab networks, as well as traffic between separate lab
networks, is permitted based on business needs and aasldimg traffic does not negatively

impact on other networks. Labs must not advertise network services that may compromise
production network services or put lab confidential information at risk.
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